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1. TepmuHbl M onpeaeneHnn

MHpopmaumoHHan 6e3onacHOCTb -
CBOWCTBO nHbopmauum COXpaHATb
KOHPUOEHUMANbHOCTb,  LENOCTHOCTb MU
OOCTYMHOCTb (B HEKOTOPbLIX C/ly4asx TaKxkKe
CBOWCTBO COXPaHATb AYTEHTUYHOCTD,
NoAOTYETHOCTD, HEOTKA3yeMoCTb n
HaAEeHOCTb).

MHopmaumoHHanA cucTema NepcoHanbHbIX
BaHHbIXx  (MCMNAH) —  COBOKYMHOCTb
cogeprkamxca B 6a3ax JaHHbIX
NepCcoHaNbHbIX AAHHbIX U 0becneynBaroLLMX
nx 06paboTky MHDOPMALMOHHbBIX
TEXHO/IOTUI U TEXHUYECKUX CPEeaCTB.

Komnanua — COBA KAMUTAT TUMUTEL.

MatepuanbHbli HOCUTeNb — OyMaXkHble
HoCcUTENN (opurmHanbl OOKYMEHTOB,
cogeprkalime  NepcoHanbHble  [aHHblE;
OOKYMEHTbI B neyaTtHom dopme,
nosiydeHHble Ha OCHOBe WHdopMauuu,
XPaHMMOM B UHGOPMALMOHHBIX CUCTEMAX, —
BbIMUCKW, OTYeTbl, M T.N.), a TaKxke
3/IeKTPOHHble HOCUTENU MHPOPMaLMK, B TOM
yncne, otuyskaaemole (USB flash, CD ancku n
T.n.).

NAOH — nepcoHanbHble AaHHble, TO eCTb
nobaa nHbopmauma, OTHOCALLAACS K NPAMO
WA KOCBEHHO  oOnpegeneHHomy  Uau

onpeaensemomy dusmyeckomy vy
(cybbeKTy nepcoHanbHbIX AaHHbIX).

Cy6bbekt MNOH - ¢uM3Myeckoe uMUO,
nepcoHanbHble OaHHble KOTOPOro

obpabartbiBatoTcs Pununanom.

TpaHcrpaHMYHaA nepeaaya NepcoHanbHbIX
BaHHDBIX - NepeAaya NepcoHanbHbIX AaHHbIX
Ha TEPPUTOPUIO MHOCTPAHHOTO rocyAapcTBa,
opraHy B/1acTM MHOCTPAHHOTO rocyAapcTBa,
MHOCTPaHHOMY (U3MYECKOMY MLy  UAK
MHOCTPaHHOMY HOPUANYECKOMY MLY.

dunman - duaman «COBA  KAMUTAN
JTMMUTEL» B ropoge Mockse.

2. 0O6wue nonoxeHus

2.1.Monntnka B OTHOWEHMN 06PabOTKM
NepcoHanbHbIX AaHHbIX B  Puanane
(manee — «Monutuka») onpegenser

NPUHLMNbI, Lean U ycnosusi 06paboTku

sSOyacapital

1. Terms and definitions

1.1.Information  Security means the
information  feature to  maintain
confidentiality, integrity and accessibility
(in certain cases also the feature to
maintain authenticity, accountability,
failure-free operation and reliability).

1.2.Personal Data Information System (PDIS)
means the aggregate of personal data
contained in databases and information
technologies and hardware supporting
their processing.

1.3.Company means SOVA CAPITAL LIMITED.

1.4.Tangible Medium means hardcopy media
(original documents containing personal
data; documents in printed format
received on the basis of information
stored in information systems -
statements, reports, etc.) as well as
electronic information media, including
removable ones (USB flash, CDs, etc.).

1.5.PD means personal data, i.e. any
information  pertaining directly or
indirectly to a certain or identifiable
individual (personal data subject).

1.6.PD Subject means individual, whose
personal data are processed by the
Branch.

1.7.Cross-border Transfer of Personal Data
means personal data transfer to a
territory of a foreign state, to a
government authority of a foreign state,
to a foreign individual or a foreign legal
entity.

1.8.Branch means the Branch of SOVA
CAPITAL LIMITED in Moscow.

2. General Provisions

2.1.The Policy in respect of processing of
personal data in the Branch (hereinafter -
the “Policy”) determines principles,
objectives and conditions of PD



2.2.

2.3.

2.4.

3.

3.1

a)

b)

d)

e)

f)

MNOH, a TakXe cTpaTerMo Mx 3awuTbl B
dununane.

HactoAauwas Monntuka ABNAeTCA
OCHOBHbIM  BHYTPEHHMM [AOKYMEHTOM
®dununana, onpegenawowmm TpeboBaHus,
npeabsBAsemble B OTHOLIEHUn
06paboTkun n obecneyeHuns 6esonacHoCTH

nAau.

BHyTpeHHMEe  AOKymMeHTbl  ®unuvana,
pernameHTupyowme BOMPOCHI,
paccmaTpuBaemble B HacToALen
MonnTnke, AONKHbLI paspabaTtbiBaTbcA C
y4yeTom NOJIOXKEHUM HacTosALLEN

MONUTUKKN M HE NPOTUBOPEUUTb UM.

Hactosawaa MonuTuka paspabotaHa B
uenax peanusaumm NONOXKEHUN
3aKoHOAaTeNbCTBa Poccuiickoi
depepaunn B OTHOLWEHUM 06PabOTKM
MNOH, a Takxe TpeboBaHUN  WUHbIX
HOPMATUBHbIX NPABOBbIX U METOAMNYECKUX
OOKYMeHTOoB no 3awmTte MNAH.

MpuHUMNbI 06PabOTKM NEepPCcoHaNbHbIX
AaHHbIX Puananom

ObpaboTKa naH dunnanom
OCYLLECTB/IAETCA HA OCHOBE MPUHLMMOB:

3aKOHHOCTM W CMPAaBeAIMBOCTU Lenen u
cnocob6oB 06paboTku MOH;

cooTBeTCTBMA Uuenein obpabotkn MAOH
3aKOHHbIM uenam, 3apaHee
onpegeneHHbIM W 33aABAEHHbIM  MpU
cbope MNAH, a TaK¥Ke NOAHOMOYMAM
dununana;

cooTBeTcTBMA ob6bema M coAaep:KaHua
obpabatbiBaemblIx naH, cnocobos
06paboTku MNAH uenam obpaboTku MNAH;

ToyHoCcTM MJH, MX [OCTAaTOMHOCTM AnA
uenen 06paboTKM, HeAONYyCTUMOCTU
06bpaboTkn  NAH, M36bLITOYHbIX MO
OTHOLUEHMIO K LeNAM, 3afBJIEHHbIM NpU
cbope NAH;

HeaonycTUMocT  obbeguHeHua  6as
AaHHbIX, cogepawmx MOH, obpaboTka
KOTOPbIX  OCYLECTBAAETCA B  Lenax,
HECOBMECTUMbIX MeXKay coboi;

XpaHeHus MAH B popme, nossonstowei
onpeaenutb cybbvekta MAH, He gosble,

2.2.

2.3.

2.4.

3.1.

a)

b)

c)

d)

e)

f)

sSOyacapital

processing and the strategy of their
protection in the Branch.

This Policy is the main internal document
of the Branch, determining requirements
presented in respect of PD processing and
security provision.

Internal documents of the Branch
regulating matters discussed in this Policy
must be developed subject to provisions
of this Policy and do not contradict them.

This Policy was developed for the
purposes of implementing provisions of
laws of the Russian Federation in respect
of PD processing and requirements of

other  regulatory legislative  and
methodological documents on PD
protection.

Principles of personal data processing by
the Branch

The Branch processes PD on the basis of
principles of:

Lawfulness and fairness of objectives and
methods of PD processing;

Correspondence of PD  processing
objectives to lawful objectives set in
advance and declared when gathering PD
and to powers of the Branch;

Correspondence of scope and content of
processed PD and PD processing methods
to PD processing objectives;

PD accuracy, their sufficiency for
processing purposes and inadmissibility of
processing PD being excessive relatively to
objectives declared when gathering PD;

Inadmissibility of combining databases
containing PD, whose processing is
implemented for purposes incompatible
with each other;

PD storage in a form making possible to
identify the PD subject longer than

4



g)

3.2.

4.1.

a)
b)

d)

yem 3Toro TpebytoT uenm obpaboTkm NMAH,
WAW YCTAHaBAMBAKOWMIA CPOK XpaHeHUs
denepanbHblii 3aKOH, 40rOBOP, CTOPOHOW
KOTOporo, Bbirogonpuobperatenem wuau
rnopyuutesem Mo KOTOPOMY sBAAeTCs
cybbekT NAH;

yHUYTOXKeHua [OH no  JocTuxeHuu
uenen mx obpaboTku, B cayyae yTpaTbl
HEobXOAMMOCTN B AOCTUXKEHUM Uuenen
06paboTKM MAM NO OKOHYAHWM CPOKa

XpaHeHuA naH, YCTQHOBJIEHHOTO
denepanbHbIM  3aKOHOM, AOrOBOPOM,
CTOPOHOIA KOTOporo,

BbirogonpuobpeTtatenem nnm
nopyyvMtesnem Mo KOTOpOMYy sBASAEeTCA
cybbekT MNAH.

ObpaboTKa nAaH dunmanom
ocyulecteaserca nytem cbopa, 3anucuy,
cucTemaTtusaumu, HaKonneHus,
XpaHeHusa, yTouyHeHus (0B6HOBAEHMUS,
NU3MeHeHuA), n3BaeYeHus,
MCMNO/Ib30BaHUS, nepegauu
(npepoctaBneHus, aocrtyna),
obe3nnumBaHus, 6/10KMpPOBaHUA,

vAaneHua, yHuutoxkeHma NaH.

4. Uenn n npaBoBble OCHOBaHUA
06paboTKN NepPCoHaNbHbIX JAHHbIX

®dunman ocywectenaet 0bpaboTky MOH B
uensx:

NPUHATUA PeLLEHMA O TPYLOYCTPONCTBE;

obecneyeHns cobnOAEHNA 3aKOHOB M
MHbIX HOPMaTMBHbIX MNPaBOBbIX aKTOB,
coaencTema paboTHMKam B
TPYAOYCTPOICTBE, nosyyeHumn
06pa3oBaHMA U MPOABUNKEHMM MO
cnyxbe, obecneyeHuns JINYHOMN
6esonacHOCTM pPabOTHUKOB, KOHTPOAA
KOAMYeCcTBa M KayecTBa BbIMNOAHAEMOM

pa6OTbI n obecneyeHus COXpPaHHOCTH
nmMmyuiecTBa;
npegocrasneHnA AONO/THUTE/NIbHbIX

l'apaHTI/Iﬁ n KOMﬂGHCBLI,l/Iﬁ, B TOM 4ucne,
HO He OrpaHun4YnBaAcChb: ,D,06pOBOJ'leOe
MmegnunHCKoe CTpaxosaHume u np.;

NPUHATUA peweHnAa O  3aKJIH4YeHUU
Aorosopa, 3aKaw4yeHnAa UM UCNOJIHEeHUA
TAKOro Aoroesopa;

g)

3.2.

4.1.

a)
b)

c)

d)

sSOyacapital

required by PD processing objectives or a
federal law setting forth the storage
period or an agreement, with PD subject
being a party, a beneficiary or a guarantor
thereunder;

PD destruction after attainment of their
processing objectives, in case of loss of
need to attain processing objectives or
upon expiry of the PD storage period set
forth by a federal law or an agreement,
with PD subject being a party, a
beneficiary or a guarantor thereunder.

The Branch processes PD by way of PD
collecting, recording, systematizing,
accumulating, storing, clarifying
(updating, changing), retrieving, using,
transferring  (access granting), de-
personalizing, blocking, deleting and
destroying.

Objectives and legal grounds of personal
data processing

The Branch implements PD processing for
purposes of:

making a decision on employment;

ensuring compliance with laws and other
regulatory legislative acts, assisting
employees in employment, educating and
career promotion, ensuring personal
security of employees, quantity and
quality control of performed work and
providing safety of property;

providing  extra guarantees  and
compensations, including, but not limited
to, voluntary medical insurance, etc.;

making a decision to celebrate an
agreement, conclude and perform such an
agreement;



4.2.

a)

b)

d)

f)

5.1.

a)
b)
c)

d)

npegocraBneHnA HOBOCTHOrIo n
AHAINTUHECKOTO KOHTEHTA.

MpasoBbiMK OCHOBaHMAMMU ana
06paboTku MNAH ABAAIOTCA, B TOM YMC/E:

depepasnbHbIi 3aKOH Poccuitckoi
Pepepaunm ot 27 nona 2006 r. Ne 152-03
«O nepcoHanbHbIX AaHHbIX» (danee —
«3aKOH O NepPCOHaJIbHbIX AAHHbIX»);

Hanorosbii KoZeKc Poccuiickon
depepauuu (ctatbs 24 v rnasa 23);

Tpyaoson KoaeKc Poccuitckoi
depepauuu (ctatbmn 86-90);

depepanbHbiit 3aKkoH oT 1 anpens 1996 r.
Ne 27-®3 «06  wHAMBUAYA/IbHOM
(nepcoHndmumpoBaHHOM) ydete B
cucteme  0683aTeNbHOrO  MEHCUMOHHOTO
CTpaxoBaHuaA» (ctatbn 4, 6,7, 8,9, 11, 14,
15, 16);

depepanbHbIn 3aKoH oT 15 aekabps 2001
r. Ne 167-#3 «06 obs3atenbHOM
NeHCMOHHOM CTPAaxO0BaHWKU B PoccuiicKo
depepaunn» (cratbm 11, 14, 15);

depepanbHbIn 3aKoH 0T 17 aekabps 2001
r. Ne 173-®3 «O TpyAoBbIX MEHCMAX B
Poccuiickoit depepaumm» (ctatbs 13);

MpaxKaaHCKMI KOoAeKc Poccuinckoit
depepauny;

Yctas Komnaxuu;

MonoxkeHue o Pununane.

5. O6pabaTbiBaembie NepCcoHaNbHbIE

OaHHble

dunnan obpabatbiBaeT MAH cneaytowmx
cybbektos MAH:

coucKaTenen BakaHTHbIX A0/IKHOCTEN;
paboTHMKOB;

KAneHToB KomnaHum (dusmyeckux nauu,
NAAHUPYIOLLMX 3aKA0UNUTb/3aKAHOUNBLLIMX
[OroBOP OKasaHWA BPOKepPCKUX ycayr);

npeacraBuTeneil KAMeHToB (pU3nYecKux
nu, npeacTaBAAIOLLIMX WHTepechI
K/IMEHTOB (lopuamMyeckmnx num));

4.2.

a)

b)

d)

f)

g)

h)

d)

sSOyacapital

providing news and analytical content.

Legal grounds for PD processing are, in
particular:

Federal Law of the Russian Federation
dated 27 July 2006 No. 152-FZ “On
Personal Data” (hereinafter - the
“Personal Data Law”);

Tax Code of the Russian Federation
(Article 24 and Chapter 23);

Labor Code of the Russian Federation
(Articles 86-90);

Federal Law dated 1 April 1996 No. 27-FZ
“On Individual (Personalized) Registration
in Compulsory Pension Insurance System”
(Articles 4, 6,7, 8,9, 11, 14, 15, 16);

Federal Law dated 15 December 2001 No.
167-FZ “On  Compulsory  Pension
Insurance in the Russian Federation”
(Articles 11, 14, 15);

Federal Law dated 17 December 2001 No.
173-FZ “On Labor Pensions in the Russian
Federation” (Article 13);

Civil Code of the Russian Federation;

Articles of Association of the Company;
Bylaws of the Branch.

5. Processed personal data

.The Branch processes PD of the following

PD subjects:
applicants for vacant positions;
employees;

Company’s clients (individuals planning to
make/making the brokerage services
agreement);

representatives of clients (individuals
representing interests of clients (legal
entities));



e)

f)

5.2.

b)

5.3.

5.4.

5.5.

npeacrasuTtenem KOHTPAareHToB
(dn3Myeckux ML,  NpeacTaBAAIOLMX
MHTEpecbl KOHTPAareHToB (HOpuUANYECcKuUx

nnu));

nosiyyatenem HOBOCTHOTO n
aHA/IMTUYECKOTO KOHTEHTA.

B cooTeBeTcTBMM C  MONOXKEHUAMMU
MNocTtaHoBneHua lpasutensctea PO ot 1
HOAGpA 2012 r. Ne 1119
«06 yTBEpPXKAEHNM TPebOoBaHWNI K 3aWmTe
NepPCOHaNbHbIX  AAHHbIX npu nx
o0bpaboTke B NHDOPMALMOHHbBIX
CMUCTEMAX NEepCOHaNbHbIX [AAHHbIX» B
dununane obpabaTtbiBatoTcA cneayowme

NnAax:

obwepnoctynHbie NAH - MAOH, nony4YeHHble
TONbKO M3 0OLWEAOCTYMHbIX UCTOYHUKOB
MNAH, cO34aHHBLIX B COOTBETCTBUM CO
cTaTber 8 3aKOHA O NepCOoHasbHbIX
OAHHbIX;

MHble KaTeropum NAH, He
OTHECEeHHble K KaTeropmsam:
cneunanbHble, bruomeTpuyeckme "
obwepnoctynHble MAOH.

nan -

dunnan MosKeT pasmecTuTb B cepBMcax
CYETYMKK, KOTOpble WCMNONb3YITCA ANA
aHanusa cookie daiinos, ana cbopa um
06paboTKM CTATUCTUYECKMX [aHHbIX 00
MCNONb30BaHUM CepBu1CoB, 7
obecneyeHus paboTocnocobHoCcTU
CEPBUCOB B LIEJIOM WM UX OTAENbHbIX
dYHKUMIA B YAaCTHOCTM.

dunnan onpepenseTt CcTpykTypy ¢aiina
cookie, napameTpbl paboTbl CHETYMKOB U

MOMKET U3MEHATb nx 6e3
npeaBapuUTeNbHOro yBEAOMNEHMA
cybbekrta NAH.

MonHbIA nepeyvyeHb nAan,
obpabaTbiBaembIx B dununane,

onpeaenseTca oTAebHbIM OKYMEHTOM -
«MepeyeHb MNEPCOHANbHBIX AAHHbBIX» -
yTBEpKaaembim Mnasoit duanana.

6. YcnoBua 06paboTkM NepcoHaNnbHbIX

6.1.

DAHHDbIX

Ob6paboTka MNAH Puananom gonyckaercs
B C/IeAYIOLMX CTyYanX:

e)

f)

5.2.

b)

5.3.

5.4.

5.5.

6.

6.1.

sSOyacapital

representatives of counterparties
(individuals representing interests of
counterparties (legal entities));

recipients of news and analytical content.

The following PD are processed in the
Branch in accordance with provisions of
Decree of the Russian Government dated
1 November 2012 No. 1119 “On approval
of requirements to personal data
protection during its processing in
personal data information systems”:

public PD - PD received from public PD
sources only, created in accordance with
Article 8 of the Personal Data Law;

other PD categories - PD not assigned to
categories: special, biometric and public
PD.

The Branch can place counters in services
that are used for analysis of cookie files,
for gathering and processing of statistical
data on services use and support of
services operability on the whole or their
individual functions in particular.

The Branch determines the cookie file
structure, parameters of counters
operation, and can change them without
prior notice to PD subject.

The full list of PD processed in the Branch
is determined by a separate document —
“Personal Data List” approved by the
Head of the Branch.

Conditions of personal data processing

PD processing by the Branch is allowed in
the following cases:



b)

c)

d)

6.2.

6.3.

6.4.

obpabotka TMJAH ocywecTeadaeTca cC
cornacua cybbvekrta MNAH Ha 06paboTKy ero

nAw;

obpabotka MAH Heobxoauma AanA
OCYLLEeCTB/IEHUA npasocyaus,
MCnosiHeHNa cyaebHoOro akTa, akTa
APYyroro opraHa uam JO0AXKHOCTHOTO NN,
noanexawmnx MCNONHEHUIO B
COOTBETCTBMM C  3aKOHOZATe/IbCTBOM
Poccuiickoin Pepepaumnu;

obpabotka MAH Heobxoauma AanA
WUCNONHEHUSA O0roBopa, CTOPOHOIA

KoToporo nnbo Bbirogonpuobperatenem
WA NOpYyYnUTENEM MO KOTOPOMY ABASETCA
cy6beKkT MOH, a TakKe ANa 3akayeHua
[orosopa no nHuumatuse cybbvekta NAH;

ocylecTBaAeTcs obpaboTKa NAaH,
noaneskawmux  onyb/iMKOBaHWUIO MK
ob6s3aTenibHOMY pPacKpbITUIO B

COOTBETCTBUMN C d)e,qepaanblM 3aKOHOM.

dunman BnpaBe nopyuntb 06pPaboOTKy
MNAH gpyromy nuuy ¢ cornacus cybbekTa
NAOH, ecan wnHoe He npeayCMOTPEHO
denepanbHbIM 3aKOHOM, Ha OCHOBaHWUK
3aK/1l04aEeMOr0 C  3TOM  CTOPOHOM
forosopa (nopyyeHua Ha o6paboTky
nAaw). Nnuo, ocyuiecTsafAoLLee
06paboTky MNAH no nopyyeHuto Pununana,

o6fA3aHO  cob6nOfaTL  NPUHUMUMABE U
npasuna 06paboTku nax,
npeaycMoTpeHHbIe 3aKoHOM o

NepCoHaNbHbIX AaHHbIX.

B nopydyeHuun Tpetbemy auuy Puavanom
yKasbiBatloTca  uenn  obpaboTkM U
nepeyeHb gerictemii (onepaumn) ¢ MNAH,

KOoTopble  MOryT 6biTb  COBepLUEHbI
AaHHbIM /INLUOM, YCTaHaBAMBaETCA ero
oba3aHHOCTU no obecneyeHuo

KOHOMAEHLMANbHOCTM M 6e3onmacHoCcTH
NOH npu ux o06paboTke, a TaKkKe
TpeboBaHMA K 3awwmTe obpabaTbiBaemblix
NOH B cooTBeTcTBMM C 3aKOHOM O
NepCcoHaNbHbIX AaHHbIX.

®unman MOXeT OCyLLEeCcTBAATb
TpaHcrpaHuyHyto nepegady [MAH  Ha
TEPPUTOPUN  UHOCTPAHHBIX OCY4ApCTB,
ABNAIOWMXCA  CTOPOHamu  KoHBeHuuu
CoBeta EBponbl 0 3awute ¢GU3NYECKUX
g, npu aBTOMaTM3MPOBAHHOWM

b)

c)

d)

6.2.

6.3.

6.4.

sSOyacapital

PD are processed with consent of PD
subject to processing of his/her data;

PD processing is required to exercise
justice, perform a judicial act, an act of
another authority or an official, to be
performed in accordance with laws of the
Russian Federation;

PD processing is required to perform an
agreement, where the party or the
beneficiary or the guarantor thereunder is
the PD subject and to make an agreement
on the initiative of the PD subject;

PD are processed, which are subject to
publishing or mandatory disclosure in
accordance with the federal law.

The Branch has a right to assign PD
processing to another person subject to
consent of the PD subject unless the
federal law provides otherwise, on the
basis of an agreement made with such
party (assignment for PD processing). The
person implementing PD processing on
the instruction of the Branch shall follow
principles and rules of PD processing
stipulated by the Personal Data Law.

The Branch indicates in the assignment to
the third party processing objectives and
the list of activities (operations) with PD
that can be made by this person, sets forth
his/her responsibilities to ensure PD
confidentiality and security during their
processing  and requirements  to
protection of processed PD in accordance
with the Personal Data Law.

The Branch can make cross-border
transfer of PD in the territory of foreign
states being parties to the Convention of
the Council of Europe for the Protection of
Individuals with regard to Automatic
Processing of Personal Data and other



6.5. TpaHcrpaHUyHas

a)

b)

d)

e)

6.6.06paboTKa

a)

06paboTKe NepcoHanbHbIX AaHHbIX, a
TaKXe WHbIX MHOCTPAHHbLIX TroCyaapcTs,
obecneunBatoWMx afeKBATHYIO 3aWMUTy
npas cybbekTos MNAH.

nepegadya [MAH Ha
TeEPPUTOPUN NHOCTPAHHbLIX FOCYAaPCTB, He
obecneunBaloWMX afAeKBATHOM 3aLUTbI
npas cybbeKkToB naow, MOXKeT
ocyuwectsaaTbeA Puamnanom B cayyasx:

HasnM4mMA cornacus B NMCbMeHHoN dopme
cybbekta [M[H, npeaocTaB/feHHOro B
COOTBETCTBMM C  3aKOHOAATE/IbCTBOM
Poccuiickoin Pepepaumnu;

NPeaycCMOTPEHHbIX  MEKAYHAapPOAHbIMU
porosopamu Poccuiickoint Peagepaunu;

npeaycMoTPEHHbIX depepanbHbiMU
3aKOHaMM, eCNM 3TO HEOBXOAMMO B LENAX
3aWMTbl OCHOB KOHCTUTYLIMOHHOIO CTpos
Poccuitckoit depepaunun, obecneyeHus

060pOHbI  CTpaHbl M 6HesonacHoCcTH
rocyfapctea, a TaKkKe obecneuyeHus
6e3onacHocTH YCTOMYMNBOTO 7
6e3onacHoro bYHKUMOHNPOBAHUA
TPAHCNOPTHOTO  KOMMJIEKCa,  3alUMTbl
WMHTEpPecoB /IMYHOCTU, obuwecTBa U
rocygapctea B cdepe TPaHCMOPTHOro
KOMMNJIeKCa OT aKTOB  HE3aKOHHOro
BMeLlaTe/IbCTBa;

NCNONHEHUSA O0rosopa, CTOPOHOIA

KOoToporo asnAetca cyobekt NAH;

3alUMUTbl  XKM3HKW,  300POBbA,  WUHbIX
KM3HEHHO BaXKHbIX MHTEpecoB cybbekTa
nAax nnau Apyrux g, npwm

HEBO3MOMHOCTU nosyyeHna duananom
cornacus B nUCbMeHHoM popme cybbeKTa

nAau.

nax npekpalaerca
dunnanom B cneayoLLUX CAYYaNaX:

npwm BbIABNEHUM HenpaBoOMepPHbIX
pencteun ¢ MNAOH B CPOK, He
NnpeBbIWAOWNN Tpex paboymx AHen ¢
AaTbl  Takoro  BblABAeHUA, Punaunan
yCTpaHAeT AonyleHHble HapyweHuA. B
C/lyd4ae  HEBO3MOMHOCTM  YCTpaHeHuA
[ONYLWEeHHbIX HapyweHuii Punaunan B cpok,
He npeBblWwatowmii Tpex paboumx gHe ¢
[aTbl  BblIBIEHUA  HENPaBOMEPHOCTM
aenctenin ¢ MOH, yHuuTOXKaet MAH. 06

6.5.

a)

b)

d)

e)

6.6.

a)

sSOyacapital

foreign states providing appropriate
protection of rights of the PD subjects.

The Branch can carry cross-border
transfer of PD in the territory of foreign
states not providing for appropriate
protection of rights of the PD subjects in
the following cases:

availability of consent of the PD subject in
writing, furnished in accordance with laws
of the Russian Federation;

stipulated by international agreements of
the Russian Federation;

stipulated by federal laws if it is required
for protection of foundations of the
constitutional system of the Russian
Federation, provision of national defense
and security of the state, and to ensure
security of stable and safe operation of
the transport system, protection of
interests of the person, society and
government in the sphere of the transport
system against acts of unlawful
interference;

performance of the agreement, where the
PD subject is the party;

protection of life, health and other vital
interests of the PD subject or other
persons in case the Branch cannot obtain
the consent of the PD subject in writing.

The Branch stops PD processing in the
following cases:

when detecting unlawful activities with
PD within the term not above three
business days from such detection date,
the Branch shall cure committed
violations. In case it is impossible to cure
committed violations, the Branch shall
destroy PD within the term not exceeding
three business days from the date of
finding unlawfulness of actions with PD.
The Branch shall notify the PD subject or



b)

7.1.

7.2.

a)

YCTPaHEHUN AONYLWEHHbIX HapyLIeHWU
mnam 06 yHuutoXKeHun NAH Pununan
yBegomnsetr cybbekta MNAH wam ero
3aKOHHOr0 MpeacTaBuUTenda, a B Ciay4ae,
ecnn obpauweHune uam 3anpoc  bblan
HanpaB/ieHbl B YNOJHOMOYEHHbIN OpraH
no 3awmrte npaB cybvektoB MH, TaKxe
3TOT OpraH;

npu AOCTUXEHUU uenn obpabotkm NAH
®dunman npekpawaet obpabotky NAH M
YHUYTOXKaeT cooTseTcTeytowme [TMOH B
CPOK, He MpeBblWaWMn TpUaLATH
pabounx gHen ¢ AaTbl AOCTUNKEHMA Lenn
06paboTku NAH;

npw oT3biBe cybbekTom MNAH cornacus Ha
06paboTky CBOUX naH dunuman
npekpawaer  obpaboTky nAaH 7
YHUUYTOXKaeT (3a uckaodeHnem MMOH,
KOTOpble XPaHATCA B COOTBETCTBUMM C
AeNCTBYIOLWMM 3aKoHoZaTenbcTeom) MAH
B CPOK, He MpPeBbIWAWNIn TpmuauaTm
paboumx AHen ¢ AaTbl NOCTYN/AEHUA
yKasaHHoro ot3biBa. 06 YHUUTOMKEHUU
NAH ®dunuman ysegomnseT cybbekTa MAH.

Cornacue Ha 06paboTKy NepCcoHaNbHbIX
AAHHbIX

MonyyeHne n obpaboTka MNAH B cayyask,
npeaycMOTPEHHbIX 3akoHOM o]
NepCcoHaNbHbIX AaHHbIX, OCYLLECTBNAETCA
®dunmanom ¢ cornacus cybvekta NAH, B
TOM Yncne B NMCbMeHHOoM dopme.

MNucbmeHHoe cornacne cybbvekta [MOH
OONXKHO BKAOYATL:

dbammnnio,  MmA,  OT4eCTBO,  agpec
cybbekta MAH, HOmMep OCHOBHOrO
OOKYMEHTa,  yOoCTOBepAllWwero  ero
NINYHOCTb, CBeJeHMA O pJaTe BblAauu
YKa3aHHOro AOKyMeHTa W BblaasLuem ero
opraHe;

HanmeHoBaHWe M aapec KomnaHuu u
dununana;

uenb obpaboTtkm MAH;

nepeyeHb MOH, Ha 06pPabOTKY KOTOPbLIX
Aaetca cornacue cybobekTa NAH;

HauMeHoBaHMe wauM amMuano, UmsA,
0TYecTBo n aapec muga,
ocywecteasatowero obpabotky MNAH no

sSOyacapital

his/fher legal representative about
elimination of committed violations or
about PD destruction and in case an
address or a request was also sent to the
authorized agency for protection of rights
of the PD subjects, to this agency also;

b) when reaching the PD processing
objective, the Branch stops PD processing
and destroys relevant PD within the
period not above thirty business days
from the date of achieving the objective of
PD processing;

c) whenthe PD subject recalls the consent to
processing of his/her PD, the Branch stops
PD processing and destroys (with the
exception of PD that are kept in
accordance with current laws) PD within
the period not above thirty business days
from the receipt date of the mentioned
recall. The Branch shall notify the PD
entity about PD destruction.

7. Consent to personal data processing

7.1.PD receipt and processing in cases
stipulated by the Personal Data Law shall
be made by the Branch subject to consent
of the PD subject, including in writing.

7.2.The written consent of the PD subject
must comprise:

a) surname, name, patronymic, address of
the PD subject, number of primary
document identifying his/her person and
data regarding the issue date of the said
document and its issuing authority;

b) name and address of the Company and
the Branch;

c) objective of PD processing;

d) list of PD, with the PD subject consent
given to their processing;

e) name or surname, name, patronymic and
address of person performing PD
processing on the instruction of the

10



f)

g)

h)

7.3.

7.4.

8.1.

d)

nopyyeHunio Punvana, ecnm obpaboTka
6yaeT nopyyeHa Takomy nLLY;

nepevyeHb gencteuii ¢ MAH, Ha
coBepLUeHne KOTOPbIX AaeTca corsacue,
obuiee onucaHue MCMOJIb3yemMblIX
®dunmanom cnocobos 06paboTkm MAOH;

CPOK, B Te4yeHuMe KOTOporo Jeincrsyer
cornacue, a Takxe cnocob ero oT3bIBa;

noanucb cybbekTa MAH.

Cybbekt MOH paet Puamany cornacue Ha
0bpabotky cBoux MAH cBOGOAHO, NO
CBOEM BOJE W B CBOEM WHTepece.
Cornacue Ha 06paboTky NAH MoXKeT bbITb
0TO3BaHO cybbekTom [OH  nyTem
HanpasieHna B PunmMan NUCbMEHHOrO
3anB/ieHMA B cBoboaHoM dopme. B aTom
cnydae dunmvan obasyetca NpekpaTUTb
06paboTKy, a TaK¥Ke YHWYTOXKMUTb BCe
mmetowmeca 8 ®unvane MNAH B CPOKM,
YCTaHOBNEHHbIE 3aKoHOM o
NepcoHanbHbIX SAHHbIX.

®unnan snpase obpabatbiBath MNAH 63
cornacua cybbekTa MNAH (MAn Npu oT3biBE
cybbektom NMJH yKasaHHOro cornacus)
NPU Ha/JM4MM OCHOBAHMM, YKA3aHHbLIX B
nn.2-114.1ct.6,nN. 2-104. 2 cT. 10 N .
2 cT1. 11 3aKoHa 0 NepCcoHabHbIX AAHHBbIX.

8. MpaBa cybbeKkToB NepCcoHaNbHbIX
AaHHbIX

Cyb6bekt MNAH umeeT NpaBo Ha Noay4YyeHue
nHbopmauum, Kacatwoulelica o06paboTku
®unnanom ero MAH, B TOM 4ucne
cogepKallen:

noartsepxaeHue dakra obpabotkm MNAH
dununanom;

npaBoOBble OCHOBAHMA U Lean 06paboTKu
nAw;

uenm W npuMeHsemble
cnocobbl 06paboTku MAH;

dunmanom

HaMMeHOBaHME W  MEeCTOHAXOXAeHue
®ununana, cBeseHna o AuMuax  (3a
UCK/loYeHnem paboTHMKoB Ddunuana),
KoTopble umeloT goctyn K [MOH wanm
KOTOPbIM MOryT 6bITb packpbiTbl MNAH Ha
ocHoBaHWM porosopa ¢ KomnaHwuels,

f)

g)

h)

7.3.

7.4.

8.1.

d)

sSOyacapital

Branch, if processing is assigned to such
person;

list of actions with PD, with the consent
given to perform them, and general
description of PD processing methods
used by the Branch;

effective period of the consent and the
method of its revocation;

signature of the PD subject.

The PD subject gives the consent to the
Branch for processing of his/her PD freely,
voluntarily and in his/her interest. The PD
subject can recall the consent to PD
processing by sending a written statement
in free format to the Branch. The Branch
in this case undertakes to stop processing
and destroy all PD available in the Branch
within terms set forth by the Personal
Data Law.

The Branch is entitled to process PD
without consent of the PD subject (or
when the PD subject recalls the
mentioned consent) when grounds are
present indicated in Para. 2-11 Part 1 Art.
6, Para. 2-10 Part 2 Art. 10 and Part 2 Art.
11 of the Personal Data Law.

8. Rights of personal data subjects

The PD subject has a right to receive
information pertaining to processing of
his/her PD by the Branch, such as
containing:

confirmation of the fact of PD processing
by the Branch;

legal grounds and objectives of PD
processing;

objectives and methods of PD processing
used by the Branch;

name and location of the Branch, data
concerning persons (except for Branch
employees) that have access to PD or to
whom PD can be disclosed on the basis of
an agreement with the Company acting

11



e)

f)

g)

h)

j)

8.2.

aencteyolweinn yepes dunvan, uam Ha
OCHOBaHWUW delepanbHOro 3aKoHa;

obpabatbiBaemble [[H, oTHOCAWMecCA K
cooTBeTcTBYylOWEeMy  cybbekty  MOH,
UCTOYHUK WUX nNnoayyeHnAa, ecnu MHOWM
nopAagoK rnpeacraBieHna TakuxX OaHHbIX
He npeaycmoTpeH denepanbHbIm
3aKOHOM;

Cpokn obpabotkm [MOH, B TOM u4ucne
CPOKM NX XpaHEeHUs;

nopaAAoK ocyllecTsieHns cybbvektom MAH
npae, MpeayCMOTPEHHbIX 3aKOHOM O
NepCcoHanbHbIX AaHHbIX;

MHpOopMaLmio 06 OCyLLECTBAEHHON MK O
npeanosiaraemoi TPaHCrpaHMYHOM
nepegave AaHHbIX;

HauMeHoBaHMe waM damMuanIo, KMA,
0TYecTBo n aapec muga,
ocywiecteasaouwero obpabotky MNAH no
nopyyeHunio Punvana, ecnm obpaboTka
nopyyeHa uau byaet nopydeHa Takomy

nvuy;

WUHble  CBeAeHWs, NpeayCMOTPEeHHble
3aKOHOM O MEePCOHaNbHbIX AAHHbIX UK
ApyrMmun dpeaepanbHbIMU 3aKOHaAMU.

®dunnan  npepocrtasnfaet
nHdopmaumto Ha OCHOBaHUU
COOTBETCTBYIOLLEIO NMUCbMEHHOrO
3aABneHua cybvekta MAH (panee -—
«3asBneHue»), NogaHHOro no agpecy
mecTa HaxoxaeHuna dunnana: 119049, r.
Mockea, yanua Koposuit Ban, 4. 5 naum
HanpaB/IeHHOrO Ha MOYTOBbIA aApec
®unnana: 119049, r. Mockea, yauua
Koposuit Ban, g. 5. 3aaBneHne A0MKHO
copeprKatb HOMep OCHOBHOTO
OOKYMEHTa, yA0CTOBEPAIOLLErO JIMYHOCTb
cybbekTta NAH, cBeaeHMA 0 AaTe Bblaauu
YKa3aHHOro AOKYMEHTA M BblaaBLUEM €ro
OpraHe, cBeaeHUA, noaTBepXAatowwme
yyactne cybbvekta MOH B OTHOLEHUAX C
®dunmanom (Homep porosBopa, JaTta
3aKAK0YeHnA [0roBopa, yCnoBHoe
cnosecHoe 0bo03HayeHue U (Mnun) uHble

YKa3aHHyt0

cBeeHus), Mbo  CBEAEHUs, MHbIM
obpasom noaTeepxaatoLme dakT
0bpabotkn MNAH Puamanom, noanuchb
cybvekta MAH. Punvan obsasyertca

e)

f)

g)

h)

j)

8.2.

sSOyacapital

through the Branch or by virtue of the
federal law;

processed PD related to the relevant PD
subject and source of their receipt, unless
the federal law provides a different
fashion for furnishing such data;

timeline of PD processing, including their
storage time;

procedure for exercise of rights by the PD
subject stipulated by the Personal Data
Law;

Information regarding implemented or
anticipated cross-border transfer of data;

name or surname, name, patronymic and
address of person performing PD
processing on the instruction of the
Branch, if processing is assigned or will be
assigned to such person;

other data stipulated by the Personal Data
Law or other federal laws.

The Branch provides the mentioned
information on the basis of an appropriate
written statement of the PD subject
(hereinafter - the “Statement”) submitted
to the location address of the Branch:
Russia, 119049, Moscow, 5 Koroviy Val or
sent to the mailing address of the Branch:
Russia, 119049, Moscow, 5 Koroviy Val.
The Statement shall contain the number
of the primary document identifying the
personality of the PD subject, data
concerning the issue date of the said
document and its issuing authority, data
evidencing participation of the PD subject
in relations with the Branch (agreement
number, agreement execution date,
conditional verbal designation and/or
other data) or data otherwise evidencing
the fact of PD processing by the Branch
and the signature of the PD subject. The
Branch undertakes to communicate
information to the PD subject regarding
presence of PD related to the relevant PD

12



coobwuTb cybbekTy MNAH MHPopmaLmio o
Hann4um nAaH, OTHOCALLMXCA K
cooTseTcTBYytOWEeMYy cybbekty MOH B
TeyeHuMe TpuguaTM  gHeR ¢ AaTol
nony4veHua 3aasneHuns cybbvekta MNAH.

8.3.Cybvekt MAH BnNpaBe TpeboBaTb OT
®unmnana yrtouHeHua ero [OH, wnx
ONOKMPOBAHUA WUAU  YHUYTONKEHUA B
cnyyae, ecnm MNOH ABAAOTCA HEMOAHBLIMMK,
YCTAapEeBWMMM, HETOYHbIMM, HE3AKOHHO
NONYYEHHBIMW  MAM  He  ABAAIOTCA
HEODXOAMMbIMM AN1A 3asBAIEHHON Lenn
0b6paboTKK, a TaK¥e  NpuMHMMAaTb
npeaycMoTpeHHble 3aKOHOM Mepbl Mo
3aLwWmTe CBOMX Npas.

8.4.Ecnu cybbekT MNAH cuntaet, yto Punuman
ocywectsnseTr obpabotky ero MAH c
HapyweHuem TpeboBaHMII 3akoHa O
NMepPCOHANbHbIX  AAHHbIX  WAW  UHbIM
06pa3om HapyLuaeT ero npasa 1 ceoboapl,
cybbekt MAOH BnpaBe 06rKanoBaTtb
aenctena nan bespgeicrene ®dunnana B
YNO/THOMOYEHHbI OpraH Mo 3aLimTe npas
cybvektos MAH wam B cynebHom
nopaake.

8.5.Mpaso cybbeKkTa MNAH Ha gocTyn K ero MNAH
MOXKET 6bITb OrPaHNYEHO B COOTBETCTBUM
¢ pegepanbHbIMK 3aKOHaMK Poccuiickon
depepauum.

9. O6ecneuyeHune 6e3onacHoOCTH
nepCcoHaNbHbIX AadHHbIX

9.1.dunnan He HeceT OTBETCTBEHHOCTU, €CAN
MOH cTann M3BECTHbl HeorpaHUYeHHOMY
KPYry uL, no BUHe camoro cybbekTa MNAH.

9.2.0na obecneuyeHns 6esonacHoctM [MAH
dunman npUHUMaeT opraHM3aUMoHHbIE U
TEXHUYECKME MEpPbI, BKOYAIOLWMNE B TOM
ymcne:

a) HasHayeHWe AMUA, OTBETCTBEHHOrO 3a
opraHusaumo 06paboTkun 1 obecneuyeHne
6esonacHoct MJH, onpeaeneHne ero
bYHKLMIA M NONHOMOYMIA;

b) paspaboTka n nogaeprkaHue
aKTya/IbHOCTM  KOMIJIEKTA BHYTPEHHMX
HOPMAaTMBHBIX AOKYMEHTOB B OTHOLIEHUU
06paboTku u 3awmTol MAH;

sSOyacapital

subject within thirty days from the receipt
date of the Statement of the PD subject.

8.3.The PD subject is entitled to demand from
the Branch to clarify his/her PD, block or
destroy them in case PD are incomplete,
obsolete, inaccurate, illegally received or
not needed for the declared processing
purpose and undertake measures
stipulated by the law for defense of
his/her rights.

8.4.1f the PD subject believes that the Branch
is processing his/her PD with violation of
the Personal Data Law or otherwise
breaches his/her rights and freedoms, the
PD subject can appeal against action or
omission of the Branch to the authorized
agency for protection of rights of PD
subjects or in a judicial proceeding.

8.5.The right of the PD subject to access to
his/her PD can be limited in accordance
with federal laws of the Russian
Federation.

9. Personal data protection

9.1.The Branch is not liable if PD became
known to general public through fault of
the PD subject itself.

9.2.The Branch undertakes organizational and
technical measures to safeguard,
including:

a) appointment of person responsible for
organization of processing and PD
safeguarding, identification of his/her
functions and authority;

b) developing and maintaining up-to-date
package of internal regulatory documents
in respect of PD processing and
protection;

13



d)

f)

j)

k)

m)

9.3.

npoBeAeHNe OLLEHKM Bpeaa, KoTopbli
MOXKET ObITb NPUUYMHEH cybbekTam MNH B
cnydvae HapyLeHna 3aKkoHa o]
NepPCOHaNnbHbIX  AaHHbIX, a  TaKXe
COOTHOLLIEHNEe YyKa3aHHOro Bpefja C
NPUHUMAEMbIMM Mepamum no
obecneyeHuto 6besonacHoctm MAH;

O3HaKomsieHne paboTHMKoB Puanana,

HenocpeacTBEHHO OCYLLLECTBASAIOLLMX
06pabotky TM[H, C NOJOXEHUAMMU
3aKOHOAaTeNbCTBa Poccuitckoi
depepaunn 1 BHYTPEHHMUX HOPMATUBHbIX
OOKYMeHToB ®unmnana B  OTHOWEHUU
06paboTKu n EETITZA nAaw,
nepuogmyeckoe obyyeHne BOMpocam

06paboTku u 3awmTbl MOH;

onpeaeneHue yrpos 6esonacHoctn MAH
npu nx obpabotke B UCMNAH;

yyeT  paboTHMKOB,
obpaboTke MNAH;

AONYWEHHbIX K

yJyer MaTepUaNnbHbIX HocuTenen,
cogeprkawmx NaH;
NnPUMEHeHMe  TeXHUYECKUX  CpeacTs

3awWwmTbl MHGOPMaLMK;

nepuoanYeCcKUii BHYTPEHHUIA KOHTPOIb, A
TaKXXe BHEWHWIN ayauT COOTBETCTBUA
06paboTkn MOH TpeboBaHUAM 3aKOHA O
NepCOHaNbHbIX AaHHbIX U MPUHATHIM B
COOTBETCTBMM C HMM  HOPMATUBHbLIM
NpaBOBbIM aKTaMm;

obHapyKeHune daKToB
HeCaHKLMOHNPOBaHHOro goctyna K MAH u
NPUHATUEM MeP MO NPesoCTaBPaLLEHNIO
HeCcaHKLUMOHNPOBaHHOro AocTyna K MAH;

BOCCTaHOB/EHME nAan,
MOANDULMPOBAHHBIX AN YHUUTOXKEHHbIX
BCNeacTeme HECaHKLMOHUPOBAHHOIO
[0CTYNA K HUM;

yCTaHoBAeHWe npasun goctyna K [AH,
obpabatbiBaembim B WCMAH, a TaKxke
obecneyeHne peructpaumm u yyeta Bcex
AencTenin, cosepluaembix ¢ NAH 8 UCMNOH;

KOHTPO/1b 32 NPUHUMAEMbIMU MepaMu No
obecneyeHuto 6esonacHoctu MNAH.

Komnnekc MepOI'IpMFITVIﬁ N TEXHUYECKUNX
cpeacTte no obecneyeHuto 6esonacHoCTH

d)

f)

g)

h)

j)

k)

m)

sSOyacapital

performing an assessment of damage that
can be inflicted to PD subjects in case of
violation of the Personal Data Law and the
ratio of the said damage to measures
undertaken to safeguard PD;

making Branch employees directly
implementing PD processing familiar with
provisions of laws of the Russian
Federation and internal regulatory
documents of the Branch in respect of PD
processing and protection; training in PD
processing and protecting matters from
time to time;

identifying security threats to PD during
their processing in PDIS;

registering employees authorized to

process PD;

registering tangible media containing PD;

applying technical information security
equipment;

internal control from time to time and

external audit of PD processing
compliance with requirements of the
Personal Data Law and regulatory

legislative acts adopted in accordance
with it.

detecting facts of unauthorized access to
PD and undertaking measures;

restoring PD modified or destroyed in
consequence of unauthorized access to
them;

establishing rules of access to PD
processed in PDIS and ensuring
registration and recording of all activities
performed with PD in PDIS;

control over undertaken measures for PD
safeguarding.

9.3.The package of measures and PD technical

security equipment is formulated in the
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NAu 8 dununane popmynnpyeTca c y4eTom
pes3ynbTaToB OLEHKU BO3MOXKHOIO Bpesa
cybbekty [M[H, KOTOpPbIA MOXKeT ObiTb
HaHeceH B cnyyae HapyLweHus
6e3sonacHocTn ero MMOH, aKTyanbHOCTU
yrpo3 6esonacHoctv [[H, a TaKkKe
YCTAaHOBNIEHUA YPOBHA 3aALMULLEHHOCTM

nAau.

10. KoHTponb 3a cobnogeHnem
3aKoHogartenbcTBa Poccuiickoi
deaepaumm 1 NOKaNbHbIX
HOPMAaTUBHbIX akTOB Punmnana B
061acTN NepcoHaNbHbIX AAHHbIX

10.1. KoHTponb 3a  cobaogeHnem

CTPYKTYPHbIMM noapasaeseHnaAMm
NIOKaNbHbIX HOPMATUBHbIX akToB Punmana
B 06s1acT 06paboTkn un 3awmtbl MAOH
OCYLLECTB/IAETCA C LUEeNblo NPOBEPKMU
COOTBETCTBMSA NpoueccoB 06paboTku u
3alUmThI nAaH TpeboBaHMAM
3aKoHOAaTeNbCTBa Poccuitckoi
dPepepaunm B obnactm MNAOH, a Takxke
BbIAB/IEHNSA BO3MOMHbIX KaHA/M0B YTEYKMU
M  HECAHKUMOHWPOBAHHOINO JAocTyna K

nAau.

10.2. BHyTpeHHNi KOHTPOJIb 3a
cobntogeHnem CTPYKTYPHbIMM
noapaszaeneHnamm dunvana
TpeboBaHui 3aKOHOZaTeNbCTBa

Poccuitckoir Pepepaunmn U NOKaNbHbIX
HOPMaTMBHbIX akToB ®uanana 8 obnactu
NepCoHaNbHbIX AAHHbIX OCYLLECTBAAETCA
JIMLLOM, OTBETCTBEHHbIM 33 06PabOTKY K
obecneyeHne 6HesonacHoctv MNAH B
®dunuane.

10.3. PaboTHWKN dnnrana, BUHOBHbIE B

HapyLleHum HOpM, peryampytoumx
06paboTky n 3awmnTy nAax,
YCTaHOBAEHHbIX B ®Pununane, moryt 6biTb
npuBAeYEHbI K ANCUMMNIMHAPHON,
MaTepuanbHON, rpaKAaHCKO-NPaBOBOA,
AOMUHUCTPATUBHON  WAN  YrONOBHOWM
OTBETCTBEHHOCTM B  COOTBETCTBMM C
3aKOHOaTe/IbCTBOM Poccuiicko
depepaunm.

11. 3aknounTeNibHble NOJIOXKEHUA

11.1. Hactoawaa [lMonutnka aAsnaertca

ny6nMYHbIM, PaBHOAOCTYMHbIM
[OKYMEHTOM W MpeaocTaBaseTca Ans

sSOyacapital

Branch subject to results of an assessment
of possible damage to the PD subject that
can be inflicted in case of violating safety
of his/her PD, actual state of PD security
threats and also establishment of PD
security level.

10. Control over compliance with laws of

the Russian Federation and local
regulatory acts of the Branch relating to
personal data

10.1. Control over compliance of

structural units with local regulatory acts
of the Branch in the sphere of PD
processing and protection is implemented
for the purpose of verifying conformity of
PD processing and protection processes to
requirements of laws of the Russian
Federation in the PD sphere and
identifying potential channels of leak and
unauthorized access to PD.

10.2. Internal control over compliance

of structural units of the Branch with
requirements of laws of the Russian
Federation and local regulatory acts of the
Branch in the personal data sphere is
exercised by the person responsible for
PD processing and safeguarding in the
Branch.

10.3. Branch employees liable for

violation of standards regulating PD
processing and protection set forth in the
Branch can be called to disciplinary,
material, civil, administrative or criminal
liability in accordance with legislation of
the Russian Federation.

11. Final Provisions

11.1. This Policy is a public and fairly

accessed document and is presented for
examination to general public on the
15
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03HaKOM/IEHMA HEOrpPaHUYEHHOMY Kpyry Company’s website
any, Ha caiTe KomnaHum http://sovacapital.com/terms.html.
http://sovacapital.com/terms.html.

11.2. BHeceHue N3MEHeHUM B 11.2. Introduction of amendments into
HacTtoawyto [oAUTUKY MOXKeT ObiTb this Policy can be caused by changes in
BbI3BaHO NU3MEHEHUAMM B laws of the Russian Federation, internal
3aKOHOoaaTenbCcTBe Poccuitckoi documents of the Branch, PD information
depepaunm, BHYTPEHHUX [OKYMEHTax systems and PD protection system.

®dunmana, MHPOPMALMOHHBIX CUCTEMAX
NAxH, cucteme 3awmTol MNAH.

11.3. Bce paboTHMKMK dunnana 11.3. All Branch employees are subject
noanexar obAsaTenbHoOMy to compulsory examination of this Policy
03HaKOMJIEHUIO C HacToALel MoanTuKon and bear liability stipulated by laws of the
" HecyT npeaycMoTPEHHYIo Russian Federation for breach of its
3aKOHO4aTeNIbCTBOM Poccuiickoit provisions.
depepauun OTBETCTBEHHOCTb 3a

HapyLleHue eé NoNOKEHUN.

11.4. HacToswas Nonutmnka coctaBneHa 11.4. This Policy is made in English and
Ha PYCCKOM W aHINMACKOM A3blKax. B Russian. In case of any discrepancies
CNy4yae  pacXOXKOEHWs  PYyCCKOM MU between Russian and English versions,
aHIIMNCKOW BEPCUMU NPUOPUTET UMEET version in Russian shall prevail.

TEKCT Ha PYCCKOM A3blKe.
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